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Risk area – licence compliance

Non-compliance

Infringement

Breach
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Compliance landscape

Strength

BSD GPLv3Mozilla AfferoGPLv2LGPL
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Copyleft risk to proprietary code

Release work
in source 
code form

+

CREATES
OBLIGATIONS

Outbound
licence on
GPL terms

Create work
based

on GPL
licensed code

Distribute
product in binary

form
+
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The copyleft challenge

Have you
created a work

based on
GPL code?

In-line 
modifications

Cut 
and 
paste

Dynamic link
to GPL code

Static link to
GPL code
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Misperception

lesser standard 
of diligenceOpen source =Open source ≠

lesser standard 
of diligence
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Supply chain

Third party
developer

INTERNAL
RISK LAYER

EXTERNAL
RISK LAYER

PRODUCT
VENDOR

End 
user
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Code universe

Third party
developer

(code it creates)

Third party
proprietary

code

Open 
source
code

PRODUCT
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A problem shared is a problem halved…

Process controls Developer assurances Liability profile

• No use without customer 
approval

• Avoid certain OS 
licences?

• Agree policy on coding 
techniques

• Shared access to 
developments

• Regular code scanning

• Compliance with OS 
licences, e.g. attribution

• Customer’s intended use 
will not infringe

• Agreed remedies for 
breach

• Exclusion of certain loss 
categories

• Cap

• Insurance
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